


Although stopping cyber criminals from accessing your funds and data 
may seem dauntingly complex, there are several simple and affordable 
ways your business can help protect itself… 

Unbelievably, many businesses wrongly believe they’re too small 
and globally insignificant to justify the cost of protecting themselves 
against cyber criminals. With no defences to stop them, the crooks 
use sophisticated software to scan the web for companies whose 
productivity, profitability and reputation they then destroy. 

Alarmingly, 93% of SME victims of such attacks report suffering 
severe negative consequences for their businesses. Perhaps most 
worrying of all, over 30% of victims apparently experience lasting 
damage to their reputation. Take the recent data leakage incidents. 
Besides losing credibility and sales due to service disruptions, affected 
businesses face the threat of six-figure ransom demands as well as 
possible government fines and lawsuits from disgruntled customers.  

So what are the most common forms of cybercrime and, more 
importantly, what are your company’s best and most cost-effective 
safeguards against them? 

Attacks on Physical Systems
Enterprises’ internal servers and/or hardware are compromised by 

poorly protected personal electronic devices (e.g. laptops, USB memory 
sticks, etc) authorised users’ connect to their employers’ computer 
networks. 

Regularly arranging safe practice workshops is a proven way of 
encouraging staff to prevent crooks from corrupting their laptops, USB 
memory sticks and other personal devices. Restricting access to sensitive 
information to senior-level staff is another sound policy.

Authentication and Privilege Attacks
Authorised users’ repeated use of weak/easily hacked passwords 

(e.g. ‘123456’ or unbelievably ‘password’ itself) when accessing stored 
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data mean it’s absurdly easy for crooks to cripple companies’ systems. 
Resentful staff may also deliberately sabotage programs or share 
sensitive data with unauthorised colleagues via a practice known as 
‘privilege creeping’. 

One of the quickest and easiest ways to avoid the above problems 
is to insist staff use and regularly change strong passwords combining 
letters, numbers, and symbols. Passwords should also be changed 
automatically and accounts rendered inactive each time an employee 
leaves the company.

Malicious Internet Content (‘Ransomware’) Attacks 
Cyber criminals use malicious malware/software such as worms 

and Trojans to externally encrypt and lock an enterprise’s database 
before ‘selling’ them a costly decryption key. ‘Phishing’ is another 
common web application attack via which employees are emailed 
innocent-looking links that automatically download malicious software 
onto their computers when opened. 

Regularly updating older systems, that are especially vulnerable to 
increasingly sophisticated hacking techniques, and closely monitoring 
both systems and users are excellent ways of eliminating potential 
problems. Enterprises can also download the latest security software 
from trusted sources as a safeguard to their systems.  

Denial of Service (DOS) Attacks
Distributed DOS attacks are human-initiated and disable 

enterprises’ sites by flooding them with so much online traffic they stop 
functioning. Non-deliberate DOS attacks result from single point-of-
service technological failures caused by over-dependence on systems/
service providers with insufficient redundancy protection.  

Implementing a Cyber Incident Response Plan and forming an 
emergency team made up of internal staff and outside service providers 
will accelerate your company’s ability to respond to and resolve such 
problems. 

Purchase Cyber Insurance 
The final step for enterprises wishing to more fully protect their IT 

assets is to purchase cyber insurance. Often pre-packaged with several 
of the solutions outlined above, cyber insurance provides protection that 
will quickly get your business back on track. Available cover includes 
reimbursement for expenses resulting from business disruption, data loss 
and restoration, investigations, crisis communications, breaches of data 
privacy, fines/penalties and other legal proceedings. Ultimately, the cost 
of such peace of mind will always be far less than the expense involved 
in shutting down a business in the wake of cyberattack. 


